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1
APPARATUS AND METHOD FOR RADIO
FREQUENCY SILENCING IN OIL AND GAS
OPERATIONS, EXCAVATION SITES, AND
OTHER ENVIRONMENTS

TECHNICAL FIELD

This disclosure relates generally to asset tracking systems.
More specifically, this disclosure relates to an apparatus and
method for radio frequency silencing in oil and gas opera-
tions, excavation sites, and other environments.

BACKGROUND

GPS tracking devices are increasingly used throughout
various industries, such as the oil and gas industry, to locate or
remotely monitor field equipment. The benefits of this tech-
nology include improved operational efficiency, increased
utilization, improved service quality, and enhanced mainte-
nance practices. GPS tracking devices typically utilize wire-
less backhaul data links for sending data to a remote moni-
toring or control facility. The wireless links often include
communication links over cellular communication networks,
satellite communication networks, or local WiFi communi-
cation networks.

SUMMARY

This disclosure provides an apparatus and method for radio
frequency silencing in oil and gas operations, excavation
sites, and other environments.

In a first embodiment, a method includes receiving a
silence command at a location tracking device, where the
silence command instructs the location tracking device to
stop wireless transmissions. The method also includes stop-
ping wireless transmissions from the location tracking device
for a specified period of time in response to the silence com-
mand. The method further includes automatically resuming
wireless transmissions from the location tracking device after
the specified period of time has elapsed.

In a second embodiment, an apparatus includes a location
tracking device configured to be associated with an asset. The
location tracking device is configured to track a location of
the location tracking device to thereby track a location of the
asset. The location tracking device includes at least one wire-
less transceiver configured to communicate wirelessly and a
control unit. The control unit is configured to receive via at
least one wireless transceiver a silence command instructing
the location tracking device to stop wireless transmissions.
The control unit is also configured to stop wireless transmis-
sions from at least one wireless transceiver for a specified
period of time in response to the silence command. The con-
trol unit is further configured to automatically resume wire-
less transmissions by the at least one wireless transceiver after
the specified period of time has elapsed.

In a third embodiment, a method includes identifying one
or more location tracking devices in a specified area. The
method also includes initiating transmission of a silence com-
mand to the one or more location tracking devices. The
silence command instructs the one or more location tracking
devices to stop wireless transmissions for a specified period
of time before automatically resuming wireless transmis-
sions. The silence command identifies a length of the speci-
fied period of time.

Other technical features may be readily apparent to one
skilled in the art from the following figures, descriptions, and
claims.
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Before undertaking the DETAILED DESCRIPTION
below, it may be advantageous to set forth definitions of
certain words and phrases used throughout this patent docu-
ment. The terms “include” and “comprise,” as well as deriva-
tives thereof, mean inclusion without limitation. The term
“or” is inclusive, meaning and/or. The phrase “associated
with,” as well as derivatives thereof, may mean to include, be
included within, interconnect with, contain, be contained
within, connect to or with, couple to or with, be communi-
cable with, cooperate with, interleave, juxtapose, be proxi-
mate to, be bound to or with, have, have a property of, have a
relationship to or with, or the like. Definitions for certain
words and phrases are provided throughout this patent docu-
ment, those of ordinary skill in the art should understand that
in many, if not most instances, such definitions apply to prior,
as well as future uses of such defined words and phrases.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of this disclosure, ref-
erence is now made to the following description, taken in
conjunction with the accompanying drawings, in which:

FIG. 1 illustrates an example global tracking device
according to this disclosure;

FIG. 2 illustrates an example hardened case for a global
tracking device according to this disclosure;

FIG. 3 illustrates an example bottom view of the hardened
case according to this disclosure;

FIG. 4 illustrates an example cross-sectional view of the
global tracking device according to this disclosure;

FIG. 5 illustrates an example circuit board in the global
tracking device according to this disclosure;

FIG. 6 illustrates an example signal focusing configuration
of the global tracking device according to this disclosure;

FIG. 7 illustrates an example global tracking and reporting
system according to this disclosure;

FIG. 8 illustrates an example control device for radio fre-
quency silencing of tracking devices according to this disclo-
sure; and

FIGS. 9 and 10 illustrate example methods for radio fre-
quency silencing of tracking devices according to this disclo-
sure.

DETAILED DESCRIPTION

FIGS. 1 through 10, discussed below, and the various
embodiments used to describe the principles of the present
invention in this patent document are by way of illustration
only and should not be construed in any way to limit the scope
of the invention. Those skilled in the art will understand that
the principles of the invention may be implemented in any
type of suitably arranged device or system.

FIG. 1 illustrates an example global tracking device (GTD)
100 according to this disclosure. As shown in FIG. 1, the GTD
100 includes a control unit 105 and a hardened case 110. The
hardened case 110 is configured to protect the control unit 105
during deployment in the field. The hardened case 110 can be
formed from any suitable material(s), such as a zinc alloy,
steel, or other suitable material. In some embodiments, the
material used to form the hardened case 110 is anti-magnetic
and/or non-sparking. The hardened case 110 inhibits damage
to the control unit 105, such as by helping to prevent damage
from compression, impact, and weather. As a specific
example, the hardened case 110 can prevent water or other
liquids from contacting or entering into the control unit 105.
In some embodiments, the GTD 100 includes at least two
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layers of seals configured to protect processing circuitry and
a power source contained within the control unit 105.

In this example, the hardened case 110 includes a first
window 115 configured to allow transmission of wireless
signals to and from the control unit 105. The wireless signals
can include long-range RF signals, such as cellular wireless
signals or satellite communication signals. The first window
115 is also configured to protect the control unit 105 from
electro-static interference (ESI). In this example, the first
window 115 is dimensioned to enable part of the control unit
105 to extend into the first window 115. In some embodi-
ments, the portion of the control unit 105 that extends into the
first window 115 can extend beyond a planar level of a surface
of the hardened case 110. In addition, the first window 115
can be dimensioned to help focus wireless signals towards a
transceiver in the control unit 105. For example, the first
window 115 can be dimensioned so that a metal edge of the
first window 115 is disposed at a specified angle in relation to
a location of the transceiver. In some embodiments, the metal
edge of the first window 115 is disposed at an angle of about
28° from the transceiver.

The hardened case 110 also includes a second window 120
configured to allow transmission of local wireless signals to
and from the control unit 105. The local wireless signals can
include BLUETOOTH LOW ENERGY (BLE), WiFi, ZIG-
BEE, Radio Frequency identification (RFID), or other sig-
nals. The second window 120 also protects the control unit
105 from ESI. In this example, the second window 120 is
dimensioned to enable part of the control unit 105 to extend
into the second window 120. In some embodiments, the por-
tion of the control unit 105 that extends into the second
window 120 can extend beyond a planar level of a surface of
the hardened case 110.

The GTD 100 further includes a switch 125 that enables an
operator to activate or deactivate the GTD 100. The switch
125 here extends through a third window 130 in the hardened
case 110. The switch 125 can be coupled to the processing
circuitry or other components within the control unit 105. The
switch 125 represents any suitable type of switch, such as a
magnetic switch.

The GTD 100 is adapted to be removably mounted to a
container or other structure. For example, the GTD 100 can
include a mounting mechanism for attaching the GTD 100 to
anumber of different types of containers, tools, equipment, or
machinery. For example, the GTD 100 can be mounted using
one or more hex-head screws, socket-head cap screws, hex-
head self-tapping screws, Phillips-head self tapping screws,
stainless steel banding straps, zip-ties, VHB tape, and/or
magnetic mountings. As a particular example, the hardened
case 110 can include a number of openings 135 configured to
receive screws, such as hex-head screws or socket-head cap
screws. The GTD 100 can also be mounted via a standard
mounting, a flush mounting, or some other mounting tech-
nique.

FIG. 2 illustrates an example hardened case 110 for a
global tracking device 100 according to this disclosure. As
shown in FIG. 2, the hardened case 110 is configured to
protect processing circuitry in the control unit 105 and a
power source for the processing circuitry. In some embodi-
ments, the hardened case 110 and the processing circuitry in
the control unit 105 can be configured to have a limited lump
capacitance. Also, in some embodiments, the hardened case
110 is configured to be certified for powered devices operat-
ing within explosive environments. Example certifications
could include European ATEX and/or International Electro-
technical (IEC-W0029-0).
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In the example shown in FIG. 2, the hardened case 110 has
a modular construction. The hardened case 110 here includes
a top portion 110-a and a bottom portion 110-6. When
coupled together, the top portion 110-a and the bottom por-
tion 110-5 are configured to form a water-tight seal around the
control unit 105. For example, the top portion 110-a and the
bottom portion 110-5 can include interlaced gaskets 202 each
having multiple ridges configured to interlace with each other
to form the water-tight seal. The gaskets 202 can include any
suitable material(s) for forming a seal. The gaskets 202 could,
for instance, be formed of a fluorosilicone material or other
material(s) resistant to and providing a water-tight seal across
a wide temperature range, such as from a low temperature of
-40° C. to a high temperature of 85° C. The gaskets 202 can
further be configured to absorb changes in section of metal or
plastic.

In this example, the top portion 110-a also includes mul-
tiple support dowels 205, and the bottom portion 110-5 also
includes multiple vias 210. Each via 210 is adapted to receive
and couple with a respective support dowel 205. Each via 210
can also include a threaded opening adapted to receive a
connector, such as a hex bolt or other bolt 215. A bolt 215 can
be inserted through an opening in one of the dowels 205 and
coupled with the threaded opening in the via 210. Accord-
ingly, the bolt 215 secures the top portion 110-a to the bottom
portion 110-4. In some embodiments, the opening in one or
more support dowels 205 is threaded. The support dowels 205
and vias 210 are configured to form an interlocking structure
that protects against a shear load applied to the hardened case
110.

The hardened case 110 further includes reinforcement
ridges 220 (also seen in FIG. 1). The reinforcement ridges 220
protrude from at least two sides of the hardened case 110. The
reinforcement ridges 220 provide load bearing reinforcement
to the hardened case 110. In some embodiments, the top
portion 110-a includes one part of each reinforcement ridge
220, and the bottom portion 110-5 includes another part of
each reinforcement ridge 220. In other embodiments, either
the top portion 110-a or the bottom portion 110-5 includes
each reinforcement ridge 220.

Different hardened cases 110 can be dimensioned to have
different sizes depending upon specified applications. In
some embodiments, one example of a hardened case 110 is
dimensioned to be 3.1 inches wide, 6.25 inches long, and 1.41
inches high.

FIG. 3 illustrates an example bottom view of the hardened
case 110 according to this disclosure. As shown in FIG. 3, the
hardened case 110 includes a substantially flat mounting sur-
face 300 (its bottom surface here). In some embodiments, the
mounting surface 300 is flat and includes no protrusions or
recesses. In other embodiments like the one shown here, the
mounting surface 300 includes a recess 305. The recess 305
can be adapted, for example, to receive a mounting mecha-
nism, such as a tape or magnetized source. The mounting
surface 300 also includes a fourth window 310, which pro-
vides an access point to the control unit 105. For example, the
fourth window 310 can be used to upgrade or connect to the
control unit 105. The fourth window 310 includes one or more
seals for inhibiting the leakage of liquids into the hardened
case 110. Note that use of the fourth window 310 can be
optional.

FIG. 4 illustrates an example cross-sectional view of the
global tracking device 100 according to this disclosure. As
shown in FIG. 4, the GTD 100 includes the control unit 105
protected by the hardened case 110. The control unit 105 here
includes a plastic or other encasement 405. The encasement
405 can be molded to conform to an internal shape of the
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hardened case 110. In some embodiments, the encasement
405 is configured to form a water-tight seal with the internal
surfaces of the hardened case 110. The encasement 405 can be
a self-contained, sealed compartment that houses processing
circuitry 410 and other components of the control unit 105.
Accordingly, the combination of the hardened case 110 and
the encasement 405 provides two layers of water-tight seals
for the GTD 100. In some embodiments, portions of the
encasement 405 are configured to extend through one or more
windows 115, 120, 130 of the hardened case 110.

The GTD 100 also includes a power source 415, which
supplies operating power for the GTD 100. Any suitable
power source could be used, such as multiple batteries 420
coupled in series or in parallel. In some embodiments, the
power source 415 can include a power converter configured to
convert power from an external source for use by the process-
ing circuitry 410 or other components. For example, the
power source 415 can include a solar cell converter config-
ured to convert or otherwise redirect electrical power gener-
ated by a solar cell into power configured to re-charge the
batteries 420 and/or provide power to the processing circuitry
410.

In this example, the batteries 420 are contained within a
battery compartment 425. The battery compartment 425 can
be formed by a cavity created between the encasement 405
and the bottom portion 110-b of the hardened case 110. For
example, the battery compartment 425 can be disposed in a
region beneath or otherwise adjacent to a location of the
processing circuitry 410 within the encasement 405. The
encasement 405 can include a plurality of ribs 427 that are
configured to define individual battery seats, as well as to
inhibit compression of the control unit 105. Upon opening of
the hardened case 110 (such as by removing the bottom
portion 110-5), access to the batteries 420 within the battery
compartment 425 can be obtained. Accordingly, one or more
batteries 420 can be easily replaced by opening the hardened
case 110.

The hardened case 110 further includes one or more seals
430 where different portions of the encasement 405 meet.
Among other things, these seals 430 help to seal the battery
compartment 425. This can also help to seal battery contacts
electrically connecting the processing circuitry 410 to the
batteries 420 in order to protect against liquids penetrating the
control unit 105.

The processing circuitry 410 here is mounted on a circuit
board 435, which is contained within the encasement 405.
The circuit board 435 in this example includes an external
electrical connection 440. The external electrical connection
440 is electrically coupled to the processing circuitry 410
through one or more connections on the circuit board 435.
The external electrical connection 440 is also configured to
extend through the fourth window 310. The external electrical
connection 440 can be used in various ways, such as to com-
municate with or power the processing circuitry 410 or to
couple to an external device. The junction of the external
electrical connection 440 and the encasement 405 is config-
ured to maintain the water-tight seal of the encasement 405.
That is, the encasement 405 can be in physical contact with or
otherwise molded to the external electrical connection 440 so
that liquids cannot enter into the encasement 405 at the junc-
tion between the encasement 405 and external electrical con-
nection 440.

The processing circuitry 410 is coupled to the switch 125
through one or more connections on the circuit board 435.
The switch 125 can be configured, for example, to toggle the
processing circuitry 410 from an on state to an off state and
vice-versa. As a particular example, the switch 125 can be
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6

configured to interrupt or allow power from the power source
415 to be delivered to the processing circuitry 410. A portion
445 of the switch 125 extends through the third window 130
of the hardened case 110.

In addition, the GTD 100 includes transceivers 450-455
configured to communicate through one or more of the win-
dows 115-120. As noted above, the transceivers 450-455
could support any suitable wireless communication proto-
col(s). For example, the transceiver 450 could represent a
BLE transceiver disposed in proximity to the second window
120, and the transceiver 455 could represent an RFID trans-
ceiver also disposed in proximity to the second window 120.

FIG. 5 illustrates an example circuit board 435 in the global
tracking device 100 according to this disclosure. As shown in
FIG. 5, circuitry is disposed on both sides of the circuit board
435. The circuitry here includes a controller 505 and a long-
distance transceiver 510. The transceiver 510 can include an
antenna coupled to a modem 512, such as a satellite modem,
cellular modem, or other suitable wireless communications
modem.

The circuitry also includes a global positioning system
(GPS) engine 515, a BLE engine 520, and an RF identifier
525. The RF identifier 525 could be an embedded passive
global RFID device. The circuit board 435 further includes
various conductive tracings configured to communicatively
couple the controller 505 to the transmitter 510, the GPS
engine 515, the BLE engine 520 and the RF identifier 525. An
expansion header 530 can be coupled to one or more elements
on the circuit board 435 through the conductive tracings to
provide a connection point for access to the components on
the circuit board 435 or for future access. For example, the
expansion header 530 can be configured to provide a future
use capability for communicating with or powering of the
processing circuitry 510 or for coupling to an external device
via the external electrical connection 440.

The controller 505 is coupled to a memory 535. The
memory 535 is configured to store instructions and data used,
generated, or collected by the controller 505. The controller
505 is configured to control the functions of the GTD 100. For
example, the controller 505 can be configured to control
wireless communications sent and received by the transceiver
510 or the BLE engine 520.

In this example, the circuit board 435 further includes
multiple sensors. The sensors can include a shock sensor 540,
an accelerometer 545, a temperature sensor 550, and a three-
dimensional (3D) impact sensor 555. The controller 505 can
use the sensors 540-555 in any suitable manner. For example,
the controller 505 could use the sensors to determine if the
object to which the GTD 100 is attached has been dropped or
damaged. Accordingly, the GTD 100 can be configured to
initiate event-based maintenance. For instance, the GTD 100
can trigger an alarm indicating that the object to which the
GTD 100 is attached may require maintenance due to an
impact occurring over a threshold amount, such as an impact
three times the force of gravity (3G) in any direction. More-
over, the GTD 100 can store information related to the impact,
such as by storing and providing information related to the
shock in x-y-z vectors. Additionally, the controller 505 can be
configured to differentiate between impact, motion, and
machine vibration (such as vibration from normal operation).
The controller 505 can combine information regarding
motion and vibration to detect impact and differentiate
impact from normal operation. The GTD 100 also can be
configured to measure an internal temperature of the GTD
100.
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The controller 505 may represent a single processing
device, a multi-processing unit, or a distributed processing
system. The controller 505 can utilize instructions stored in
the memory 535 and connections to various other compo-
nents, such as various transceivers, sensors, or batteries.

During operation, the controller 505 can store data related
to the object to which the GTD 100 is attached in the memory
535. The controller 505 can therefore be configured to per-
form data logging, such as downloading high-resolution data
locally. Additionally, the controller 505 can alter the timing of
a report based on motion of the GTD 100, such as movement
of'the object to which the GTD 100 is attached. The GTD 100
can also store information related to vibration of'the object to
which the GTD 100 is attached. Accumulated vibration infor-
mation can include data related to year-to-date, lifetime, and
instant operation (this trip) vibrations. The GTD 100 can
further measure the vibrations using the sensors and embed
vibration information in messages reported to an operator or
central facility. In some embodiments, the GTD 100 includes
a vibration detection read switch configured to enable an
operator to read vibration information via an external device.

The memory 535 may include any suitable volatile and/or
non-volatile storage and retrieval device(s). For example, the
memory 535 can include any electronic, magnetic, electro-
magnetic, optical, electro-optical, electro-mechanical, and/or
other physical device(s) that can contain, store, communicate,
propagate, or transmit information. The memory 535 can
store data and instructions for use by the controller 505.
Additionally, the memory 535 can store information related
to the object to which the GTD 100 is attached, such as
detected location, event history, maintenance history, emer-
gency handling procedures, and so forth.

External devices and users can interact with the GTD 100
in any suitable manner. For example, the GTD 100 could
communicate with a monitor, keyboard, mouse, or other
input/output device. The GTD 100 could also communicate
wirelessly with other devices or systems.

FIG. 6 illustrates an example signal focusing configuration
600 of the global tracking device 100 according to this dis-
closure. As shown in FIG. 6, one or more long-range RF
signals are focused into the transceiver 510 using this signal
focusing configuration.

The signal focusing configuration 600 defines a relation-
ship between a location of the transceiver 510 and edges of the
hardened case 110. More specifically, the transceiver 510 is
disposed at a location corresponding to the first window 115.
For example, the transceiver 510 can be disposed at a location
on the circuit board 435 that is centered beneath the first
window 115. The transceiver 510 is also disposed such that an
angle formed by an adjacent edge of the first window 115, the
transceiver 510, and the circuit board 435 focuses RF energy
towards the transceiver 510. In some embodiments, the angle
formed by an adjacent edge of the first window 115, the
transceiver 510, and the circuit board 435 is about 28°. The
hardened case 110 therefore focuses RF energy towards the
transceiver 510. The exact position of the transceiver 510 may
vary as long as the relationship between the transceiver 510
and edges of the first window 115 is maintained.

FIG. 7 illustrates an example global tracking and reporting
system 700 according to this disclosure. As shown in FIG. 7,
an operation site 705 includes multiple pieces of equipment
710, such as storage containers 710-a, machinery 710-b, and
construction equipment 710-c. The operation site 705 can
represent any suitable location, such as an excavation site, a
drilling site, an industrial facility, a manufacturing site, or the
like. The operation site 705 can include any number of pieces
of equipment.
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Each piece of equipment here includes, is attached to, or is
otherwise associated with a GTD 100. For example, a con-
tainer 710-qa is associated with a first GTD 100-a attached to
asidewall, either internally or externally. Among other things,
the first GTD 100-a could store information about the con-
tainer 710-a and one or more articles contained within the
container 710-a. Additionally, the machinery 710-4 and the
construction equipment 710-c are associated with a second
GTD 100-6 and a third GTD 100-c, respectively. Each of
these GTDs 100-5 and 100-¢ can store information regarding
the respective item to which it is attached.

The operation site 705 can optionally include a transponder
715, such as an RFID transponder. The transponder 715 can
be configured to transmit a location identifier (ID), read an
identifier from an RFID transmitter, or both. The location
identifier can include information regarding the operation site
705. For example, the GTD 100-q attached to the container
710-a can receive a location identifier from the transponder
715 as the GTD 100-a enters into communication proximity
with the transponder 715. This could occur, for instance,
when a transport truck delivers the container 710-a to the
operation site 705 and the transponder 715 transmits the
location identifier to the GTD 100-a. This could support local
functions within the operation site 705, such as when the
operation site 705 supports local RFID tracking. Note, how-
ever, that the transponder 715 could be omitted in favor of the
on-board location identification functionality of the GTDs.

The GTD 100-a can transmit messages to a central facility
720. A message can include an identifier for that GTD and a
location of that GTD. A message can also include an object
identifier identifying the object to which the GTD is attached.
In some embodiments, a message further includes informa-
tion regarding the contents of a container or other equipment
710. For example, the message may indicate that a specified
container 710-a is located at a specified location and contains
specified equipment and material. If the GTD 100 is config-
ured to do so, the message can also include an identifier
uniquely associated with the contents of the container 710-a.
In some embodiments, when the contents include a radioac-
tive or other hazardous source, the message can include a
reading from a radiation sensor or other sensor (in either the
container 710-a or operation site 705).

The GTDs 100-56 and 100-¢ can also transmit messages to
the central facility 720 about their associated machinery
710-b and construction equipment 710-c. Additionally, if a
GTD is so configured, a message can include an identifier of
other co-located GTD-enabled objects nearby.

In some embodiments, messages from the GTDs to the
central facility 720 are transmitted using wireless cellular
communications via one or more base stations 725 to the
central facility 720. A base station 725 can be configured to
transmit the messages to the central facility 720 via wireless
communications or via a backhaul connection 730.

In other embodiments, messages can also be transmitted to
one or more relay stations 735. A relay station 735 may be
located at a regional office with a transceiver, or the relay
station may be a standalone transceiver with appropriate logic
necessary to transmit the messages.

In yet other embodiments, a vehicle 740 can transport
equipment or materials, such as in one or more containers
710-d. The vehicle 740 could represent a truck, railcar, ship,
plane, or other vehicle. The containers 710-d on the vehicle
740 are housed in an overpack 745, such as when the con-
tainers 710-d contain a radioactive material. The containers
710-d include a number of articles with corresponding infor-
mation, such as IDs, stored in the memory of the attached
GTDs 100-d. In some embodiments, the GTDs 100-d on the
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containers 710-d transmit messages to the central facility 720
via one or more satellites 750. The overpack 745 can also
transmit an overpack message, which includes information
received from the GTDs 100-d attached to the containers
710-d, to the central facility 720 via the satellite(s) 750 using
its own GTD 100-e. A transceiver on the vehicle 740 can
further transmit messages or overpack messages to the central
facility via the satellite(s) 750. Note, however, that the mes-
sages from the vehicle 740 can be sent in other ways, such as
via the base station(s) 725 or relay station(s) 735.

In FIG. 7, at least one portable external device 755 is
configured to communicate with various GTDs. The external
device 755 can be any type of portable device adapted to
transmit data to and receive data from one or more GTDs. The
external device 755 could, for example, represent a cellular
phone, a smartphone, a personal digital assistance, or a laptop
computer.

Insome embodiments, the external device 755 is adapted to
query a GTD to obtain information about the object to which
the GTD is attached, such as containers 710-a or 710-d,
machinery 710-b, or construction equipment 710-c. The
external device 755 can also be adapted to program the GTD.
For example, the external device 755 can be configured to
allow a user to establish a periodic interval for reporting,
upload or download maintenance history and comments, and
upload or download emergency handling procedures.

The central facility 720 is configured to receive messages
and overpack messages from the GTDs and other components
at multiple locations. The central facility 720 can also be
adapted to track the locations of each GTD, and as such the
object to which each GTD 100 is attached, in a database. The
central facility 720 can further be configured to report the
locations, movement, and histories of each piece of equip-
ment via a user interface 760, such as a computer terminal or
website.

In some embodiments, the central facility 720 can generate
information data records regarding the locations, movement,
and histories of the equipment. For example, the central facil-
ity 720 can support a website located on a global communi-
cation network (GCN) (such as the web). The website can
include the information data records. Accordingly, one or
multiple users can be provided access to the location, move-
ment, and history of each piece of equipment. In some
embodiments, the website includes a graphical representation
of'the locations of the pieces of equipment 710. Also, in some
embodiments, the website is configured to allow users to
interact with the graphical representations. For example, a
user may be able to select an icon representing a particular
piece of equipment, and in response the website displays
information corresponding to the selected equipment.

In some embodiments, the central facility 720 is also con-
figured to send email notifications to multiple users. For
example, the central facility 720 can be configured to send the
notifications in response to an “alert” event occurring, at
periodic intervals, or both. As a particular example, if a con-
tainer experiences a collision as reported by its GTD 100
and/or is moved (transported), the central facility 720 can
send an email alert to a predetermined list of users informing
them that the equipment is being moved and/or may be dam-
aged.

Although various features have been shown in FIGS. 1
through 7 and described above, various changes may be made
to these figures. For example, the size, shape, arrangement,
and layout of components shown in FIGS. 1 through 6 are for
illustration only. Each component could have any suitable
size, shape, and dimensions, and multiple components could
have any suitable arrangement and layout. Also, various com-
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ponents in FIGS. 1 through 7 could be combined, further
subdivided, or omitted and additional components could be
added according to particular needs. For instance, a system
using GTDs could support only cellular or satellite commu-
nications. Further, each component in a device or system
could be implemented using any suitable structure(s) for per-
forming the described function(s).

As noted above, a GTD 100 can be used in a variety of
environments, such as in the oil and gas industry or at exca-
vation sites. However, certain operations in these environ-
ments involve the use of explosives. For example, perforat-
ing, pipe cutting, percussion coring, and setting packer
explosives could routinely be used in the oil and gas industry.

In many instances, industry practices or government regu-
lations have been established to prevent the surface detona-
tion of explosives, which could cause serious injury to per-
sonnel and extensive property damage. One common practice
is to require that all devices capable of RF transmissions
within a specified area be switched off or otherwise rendered
“RF silent” (meaning not capable of transmitting or not
allowed to transmit). For example, assume explosives are
being run into a well to perform some type of operation. Atthe
surface location where the explosives are armed, all devices
capable of RF transmissions within a specified radius of the
arming location may need to be rendered RF silent. After the
explosives are run into the well, the devices may be rendered
“RF active” (turned back on or allowed to transmit). If at some
future point in time the explosives are removed from the well,
the devices are again rendered RF silent prior to the explo-
sives being retrieved from the well.

Typically, personnel providing explosive services would
specify a minimum radius for disarming any RF devices. The
radius often encompasses equipment owned or operated by
multiple companies. As shown in FIG. 7, for example, a
number of GTDs are attached to different assets, and those
assets can be owned or operated by many different compa-
nies. Since operation of the GTDs can include RF transmis-
sions, the GTDs may need to be rendered RF silent during
use.

In some conventional tracking devices, a magnetic insert
can be physically inserted into a tracking device in order to
render that tracking device RF silent. However, this approach
is undesirable for several reasons. First, it requires that per-
sonnel manually locate each tracking device to be silenced.
This can be time-consuming and difficult, such as in environ-
ments where equipment and other tracked assets can move.
Second, it requires that personnel physically insert an object
into a tracking device after the tracking device is located.
Third, it may be difficult for personnel to know for sure
whether all tracking devices in a given area have been located
and silenced. Fourth, after RF silence is no longer needed, the
personnel must then locate all of the tracking devices again to
remove the magnetic inserts from the tracking devices in
order to re-enable the tracking devices. Otherwise, the track-
ing devices would remain in their silent state. However,
because the tracking devices may be used on multiple com-
panies’ equipment, personnel with one company may have
little or no motivation to ensure that another company’s track-
ing devices are re-enabled.

In accordance with this disclosure, a tracking device (such
asa GTD 100) can be remotely placed into an RF silent mode.
In this mode, no RF transmissions from the GTD 100 occur.
In these embodiments, the control unit 105 in a GTD 100 can
be configured to receive a command to become RF silent. The
command could come from any suitable source. For example,
the command could come from a portable external device 755
within radio distance of the GTD 100. The command could
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also come from the central facility 720 or other location via
cellular, satellite, WiFi, or other wireless communications.
The command causes the GTD 100 to enter an RF silent mode
of operation for a specified time period. The time period can
be programmed into the GTD 100 or contained in or identified
by the command. Once the specified time period elapses, the
GTD 100 can automatically exit the RF silent mode and begin
transmitting again. In this way, personnel are not required to
physically locate and manually place each GTD 100 into RF
silent mode. Moreover, the personnel are not required to
physically locate and manually re-enable each GTD 100 once
RF silent mode is no longer required.

FIG. 8 illustrates an example control device 800 for radio
frequency silencing of tracking devices according to this dis-
closure. The device 800 can be used, for example, to place one
or more GTDs 100 into RF silent mode. In some embodi-
ments, the device 800 represents the portable external device
755 or a computing device in the central facility 720 of FIG.
7. In particular embodiments, the device 800 represents a
smartphone or other device carried by personnel at an opera-
tion site 705 or a desktop, laptop, or other computing device
used by personnel at the central facility 720. Note, however,
that other embodiments of the device 800 could be used, such
as when the device 800 represents a device whose sole pur-
pose is placing GTDs 100 into RF silent mode.

As shown in FIG. 8, the device 800 includes at least one
controller 805. The controller 805 generally operates to con-
trol interactions with one or more tracking devices. For
example, the controller 805 could initiate identification of one
or more GTDs 100 and initiate transmission of RF silence
commands to those GTDs 100. The controller 805 can also
perform other operations related to the device 800. When
used in a smartphone, for instance, the controller 805 could
support operations such as initiating or receiving telephone
calls or text messages. As a particular example, the controller
805 in a smartphone could execute various “apps” or other
applications, including an application for interacting with one
or more GTDs 100. When used in a computing device at the
central facility 720, the controller 805 could perform any of a
wide variety of functions, such as by performing functions
related to word processing, email, or other applications (in-
cluding an application for interacting with one or more GTDs
100).

The controller 805 includes any suitable processing or
computing structure configured to interact with one or more
tracking devices. The controller 805 could, for example,
include at least one processor, microprocessor, microcontrol-
ler, digital signal processor, field programmable gate array,
application specific integrated circuit, or other processing or
control device(s).

At least one memory 810 is coupled to the controller 805.
The memory 810 stores instructions and data used, generated,
or collected by the controller 805. For example, the memory
810 could store one or more applications used to interact with
and configure or control GTDs 100. The memory 810 could
also store information related to interactions with GTDs 100,
such as an identification of nearby GTDs 100 oralistof GTDs
100 previously placed into RF silent mode. The memory 810
could store any other instructions or data, such as applications
for performing functions unrelated to controlling GTDs 100.
The memory 810 includes any suitable volatile and/or non-
volatile storage and retrieval device(s).

The device 800 also includes at least one user interface 815.
The user interface 815 facilitates interaction with a user. The
user interface 815 includes any suitable structure(s) for pro-
viding data to or receiving data from a user. In a smartphone
or other portable device, for example, the user interface 815
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could include a graphical display, touchscreen, or keypad. In
a larger computing device, the user interface 815 could
include a graphical display, keyboard interface, or mouse
interface.

The device 800 communicates with one or more tracking
devices in any suitable manner. For example, the device 800
could include at least one transceiver 820 coupled to at least
one antenna 825. The transceiver 820 and antenna 825 sup-
port short-range or long-range wireless communications with
the GTDs 100. The transceiver 820 and antenna 825 could use
any suitable protocol(s) to communicate with the GTDs 100.
For example, the transceiver 820 and antenna 825 could sup-
port BLE, WiFi, ZIGBEE, or other protocols. The transceiver
820 and antenna 825 could communicate directly with GTDs
100 or indirectly, such as via one or more intermediate base
stations, relay stations, access points, or other devices. The
transceiver 820 includes any suitable structure for providing
signals for wireless transmission and/or for obtaining signals
received wirelessly. The antenna 825 represents any suitable
structure for transmitting and/or receiving wireless signals.

The device 800 could also include at least one network
interface 830. The network interface 830 can facilitate com-
munications with tracking devices over at least one wired or
wireless network. Example wired networks include a local
area network, wide area network, or the Internet. Example
wireless networks include WiFi networks, cellular networks,
or satellite networks. As a particular example, the device 800
when used in the central facility 720 could communicate over
a wired network, which can then provide access to a local
WiFi network at the operation site 705 or to a cellular or
satellite communication system. The network interface 830
includes any suitable structure for communicating over a
network, such as an Ethernet interface or a wireless trans-
ceiver and antenna.

The device 800 can be used in a variety of ways to interact
with and control tracking devices. For example, when used as
a portable external device 755, the device 800 can locate
nearby GTDs 100 at an operation site 705. This can be done
in any suitable manner, such as by polling nearby GTDs 100
using BLUETOOTH signals or listening for wireless com-
munications from nearby GTDs 100. The device 800 can also
transmit RF silence commands instructing GTDs 100 to enter
RF silent mode. If desired, the device 800 could then test
whether the nearby GTDs 100 entered RF silent mode, such
as by transmitting a message to each GTD 100 and detecting
if that GTD 100 responded (in violation of the RF silent
mode). Note that the device 800 need not actually identify
nearby GTDs 100 and could simply broadcast an RF silence
command.

When used in the central facility 720, the device 800 could
locate a portable external device 755 in the field and cause that
portable external device 755 to identify nearby GTDs 100.
The device 800 could then cause the portable external device
755 to send RF silence commands to any identified GTDs
100. Alternatively, the device 800 could cause the portable
external device 755 to broadcast RF silence commands to any
nearby GTDs 100 without actually identifying those GTDs
100. The device 800 in the central facility 720 could further
use WiF1i, cellular, satellite, or other communications to com-
municate with GTDs 100 in a specified area (without requir-
ing the use of a portable external device 755).

In this way, the device 800 can help to place one or multiple
GTDs 100 or other tracking devices into RF silent mode
without requiring those GTDs to be physically located and
manually adjusted. Moreover, the GTDs 100 can then leave
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RF silent mode after some predefined or user-defined period
of time, allowing normal operation to resume without further
user interaction.

Although FIG. 8 illustrates one example of a control device
800 for radio frequency silencing of tracking devices, various
changes may be made to FIG. 8. For example, various com-
ponents of the device 800 could be combined, further subdi-
vided, or omitted and additional components could be added
according to particular needs. For instance, the network inter-
face 830 can be omitted if not needed in a portable device, or
the transceiver 820 can be omitted if not needed in a desktop
computing device. Also, any other suitable device could be
used to initiate or control RF silent operation by one or more
tracking devices. In addition, while often described as being
used to silence GTDs 100, the device 800 could be used to
silence any other suitable tracking devices.

FIGS. 9 and 10 illustrate example methods for radio fre-
quency silencing of tracking devices according to this disclo-
sure. In particular, FIG. 9 illustrates an example method 900
performed by a GTD 100 or other tracking device, and FIG.
10 illustrates an example method 1000 performed by the
device 800 or other control device.

As shown in FIG. 9, the method 900 includes receiving an
identification request at a tracking device at step 905 and
transmitting a message identitying the tracking device at step
910. This could include, for example, the control unit 105
receiving a request to identify its GTD 100. The request could
be received using short-range or long-range wireless commu-
nications, such as from a local portable external device 755 or
via a cellular, satellite, or WiFi network. The response mes-
sage identifying the GTD 100 could also be sent using short-
range or long-range wireless communications, such as to the
portable external device 755 or to the central facility 720 via
a cellular, satellite, or WiFi network. The response message
could include any suitable contents, such as the device iden-
tifier of the GTD 100 and its current sensed location. In this
way, the presence of the tracking device can be detected in a
certain environment. Note, however, that a request-response
mechanism represents only one way that a tracking device
can be identified. Other techniques could also be used, such as
when a device listens for wireless transmissions from the
tracking device or uses last-reported geographic coordinates
from the tracking device.

An RF silence command is received at step 915. The com-
mand could be received using short-range or long-range wire-
less communications, such as from the local portable external
device 755 or via a cellular, satellite, or WiFi network. The
command is authenticated at step 920. This could include, for
example, verifying that the command includes or is associ-
ated with appropriate authentication information, such as a
digital signature or encryption key. This could also include
the control unit 105 verifying whether the received command
is intended for its GTD 100. A notification that RF silent
mode has been requested is transmitted at step 925. This could
include, for example, the control unit 105 in the GTD 100
generating and transmitting a message indicating that the RF
silence command has been received and authenticated. As a
particular example, the notification could include the device
identifier of the GTD 100, an identification of the user that
requested RF silent mode, the current location of the GTD
100, and a timestamp related to the user or device that issued
the RF silence command. This notification can be sent before
the tracking device enters RF silent mode.

The tracking device is placed in RF silent mode at step 930.
This could include, for example, deactivating or disabling
transmit circuitry of the GTD 100. Note that the GTD 100
could be configured to continue receiving wireless transmis-

10

15

20

25

30

35

40

45

50

55

60

65

14

sions while in RF silent mode. The GTD 100 could also be
configured to continue performing other operations, such as
shock or acceleration monitoring. Any data generated during
RF silent mode (such as event notifications or logs) could be
stored for later transmission.

A specified time period elapses at step 935. Any suitable
length of time could be used here, such as any number of
minutes, hours, days, weeks, or months. Normal operation
resumes after elapse of the specified time period at step 940.
This could include, for example, the control unit 105 reacti-
vating or re-enabling the transmit circuitry of the GTD 100.
At this point, data generated during RF silent mode could be
transmitted, along with any new data. Note, however, that
various data collected during RF silent mode could be dis-
carded.

Note that while a tracking device is in RF silent mode at
step 930, another command to enter or remain in RF silent
mode could be received. This may allow, for example, the
time period when the tracking device is in RF silent mode to
be extended.

As shown in FIG. 10, the method 1000 includes transmit-
ting an identification request to any tracking devices in a
specified area at step 1005. This could include, for example,
a portable external device 755 transmitting the identification
request to any GTDs 100 in its vicinity. The portable external
device 755 could do this in response to a local user’s com-
mand or in response to a command received from a remote
location, such as from the central facility 720. This could also
include the central facility 720 broadcasting a request for all
GTDs in a specified geographical area to identify themselves.
Messages identifying the tracking devices are received at step
1010. The messages can identify the GTDs 100 and possibly
other information, such as their geographical coordinates.
Note, however, that a request-response mechanism represents
one way that a tracking device can be identified. Other tech-
niques could also be used, such as when a device listens for
wireless transmissions from the tracking devices or uses last-
reported geographic coordinates from the tracking devices.

One or more tracked assets are identified at step 1015. This
could include, for example, identifying the assets (such as
containers, tools, equipment, or machinery) associated with
the identified GTDs 100. If a GTD 100 maintains the identity
of'its associated asset, this could be done using the informa-
tion from the GTD 100. The identity of an associated asset
could also be obtained from any other suitable source, such as
a network-accessible database associating GTD identifiers
with names and descriptions of their associated assets. The
identified assets can be displayed to the user so that the user is
informed about which GTDs 100 are about to go RF silent.

Assuming a user wishes to proceed, an RF silence com-
mand is transmitted to the tracking devices at step 1020. This
could include, for example, the external device 755 transmit-
ting individual messages to the identified GTDs 100 or broad-
casting a single message to multiple GTDs 100. This could
also include the central facility 720 initiating the transmission
or broadcast of RF silence commands over a cellular, satellite,
or WiFi network for specific GTDs 100. The RF silence
commands can include an identification of the amount of time
that RF silence is to be maintained. Verification can be made
that the tracking devices are in silent mode at step 1025. This
could include, for example, the external device 755 or central
facility 720 attempting to communicate with each of the
identified GTDs 100 and verifying that no response is trans-
mitted or listening for RF communications.

At this point, no further action may be required. The GTDs
100 can remain in RF silent mode for a specified period of
time, and the GTDs 100 can exit RF silent mode after that
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time. Users may not be required to perform any other actions
to restore RF communications from the GTDs 100. Personnel
may be well motivated to ensure that all RF communications
stop when needed, such as when explosives are being used.
The personnel may not be required to manually reactivate the
GTDs 100 later, which may not be of high priority to the
personnel (such as when the GTDs 100 are on equipment
owned by a different company).

Although FIGS. 9 and 10 illustrate examples of methods
for radio frequency silencing of tracking devices, various
changes may be made to FIGS. 9 and 10. For example, vari-
ous steps in the figures could be omitted, such as when passive
listening is used to identify local tracking devices or verify
whether RF silent mode has been invoked. Also, while shown
as a series of steps, the steps in each figure could overlap,
occur in parallel, occur in a different order, or occur any
number of times.

In some embodiments, various functions described above
are implemented or supported by a computer program that is
formed from computer readable program code and that is
embodied in a computer readable medium. The phrase “com-
puter readable program code” includes any type of computer
code, including source code, object code, and executable
code. The phrase “computer readable medium” includes any
type of medium capable of being accessed by a computer,
such as read only memory (ROM), random access memory
(RAM), a hard disk drive, a compact disc (CD), a digital video
disc (DVD), or any other type of memory.

While this disclosure has described certain embodiments
and generally associated methods, alterations and permuta-
tions of these embodiments and methods will be apparent to
those skilled in the art. Accordingly, the above description of
example embodiments does not define or constrain this dis-
closure. Other changes, substitutions, and alterations are also
possible without departing from the spirit and scope of this
disclosure, as defined by the following claims.

What is claimed is:
1. A method comprising:
receiving a silence command at a location tracking device,
the silence command instructing the location tracking
device to stop all wireless transmissions;
stopping all wireless transmissions from the location track-
ing device for a specified period of time in response to
the silence command;
determining at the location tracking device that the speci-
fied period of time has elapsed;
automatically resuming wireless transmissions from the
location tracking device in response to the determination
that the specified period of time has elapsed;
receiving a second silence command before the specified
period of time has elapsed; and
extending the specified period of time in response to the
second silence command,
wherein a length of the specified period of time is identified
by the location tracking device prior to the specified
period of time elapsing.
2. The method of claim 1, wherein the length of the speci-
fied period of time is defined by the silence command.
3. The method of claim 1, further comprising:
receiving a request to identity the location tracking device
at the location tracking device; and
transmitting a response identifying the location tracking
device.
4. The method of claim 3, wherein the response identifying
the location tracking device is transmitted prior to receiving
the silence command.
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5. The method of claim 1, further comprising:

transmitting a notification indicating that the silence com-
mand has been received prior to stopping all wireless
transmissions.

6. The method of claim 5, wherein the notification includes
anidentity of the location tracking device, an identity of auser
or device that issued the silence command, a location of the
location tracking device, and a timestamp.

7. The method of claim 1, wherein receiving the silence
command comprises receiving the silence command over one
of: a cellular communication network, a satellite communi-
cation network, and a WiFi communication network.

8. The method of claim 1, wherein the specified period of
time is one of: a predefined or user-defined time period pro-
grammed into the location tracking device, a predefined or
user-defined time period contained in the silence command,
and a predefined or user-defined time period identified by the
silence command.

9. The method of claim 1, further comprising:

during the specified period of time, receiving at the loca-
tion tracking device an incoming communication
attempting to elicit a response from the location tracking
device; and

refraining from transmitting the response from the location
tracking device to thereby verify that the location track-
ing device is operating in a silent mode.

10. An apparatus comprising:

a location tracking device configured to be associated with
an asset, the location tracking device configured to track
alocation of the location tracking device to thereby track
a location of the asset, the location tracking device com-
prising:
at least one wireless transceiver configured to commu-

nicate wirelessly; and
a control unit configured to:
receive via the at least one wireless transceiver a silence
command instructing the location tracking device to
stop all wireless transmissions;

stop all wireless transmissions from the at least one
wireless transceiver for a specified period of time in
response to the silence command;

determine that the specified period of time has elapsed;

automatically resume wireless transmissions by the at
least one wireless transceiver in response to the deter-
mination that the specified period of time has elapsed;

receive a second silence command before the specified
period of time has elapsed; and

extend the specified period of time in response to the
second silence command,

wherein the control unit is configured to identify a length of
the specified period of time prior to the specified period
of time elapsing.

11. The apparatus of claim 10, wherein the control unit is
configured to identify the length of the specified period of
time using the silence command.

12. The apparatus of claim 10, wherein the control unit is
further configured to:

receive a request to identify the location tracking device via
the at least one wireless transceiver; and

initiate transmission of a response identifying the location
tracking device via the at least one wireless transceiver.

13. The apparatus of claim 10, wherein the control unit is
further configured to initiate transmission of a notification
indicating that the silence command has been received prior
to stopping all wireless transmissions.

14. The apparatus of claim 13, wherein the notification
includes an identity of the location tracking device, an iden-
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tity of a user or device that issued the silence command, the
location of the location tracking device, and a timestamp.
15. The apparatus of claim 10, wherein the location track-
ing device further comprises:
a global positioning system (GPS) engine configured to
identify the location of the location tracking device.
16. The apparatus of claim 10, wherein the at least one
wireless transceiver comprises:
at least one shorter-range transceiver comprising one or
more of: a BLUETOOTH Low Energy transceiver, a
WiFi transceiver, a ZIGBEE transceiver, and a Radio
Frequency identification (RFID) transceiver; and
at least one longer-range transceiver comprising one or
more of: a cellular network transceiver and a satellite
network transceiver.
17. A method comprising:
identifying one or more location tracking devices in a
specified area by:
initiating broadcasting of an identification request, and
receiving one or more responses from the one or more
location tracking devices, the one or more responses
identifying the one or more location tracking devices;
initiating transmission of a silence command to the one or
more location tracking devices, the silence command
instructing the one or more location tracking devices to
stop all wireless transmissions for a specified period of
time before automatically resuming wireless transmis-
sions, the silence command identifying a length of the
specified period of time; and
initiating transmission of a second silence command to the
one or more location tracking devices, the second
silence command instructing the one or more location
tracking devices to extend the specified period of time to
stop all wireless transmissions.
18. The method of claim 17, further comprising:
identifying one or more assets associated with the one or
more identified location tracking devices; and
initiating presentation of information associated with the
one or more assets 1o a user.
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19. The method of claim 17, wherein a portable device
identifies the one or more location tracking devices and trans-
mits the silence command to the one or more location tracking
devices.

20. The method of claim 19, wherein the portable device
comprises a mobile smartphone.

21. The method of claim 17, wherein a computing device
remote from the one or more location tracking devices iden-
tifies the one or more location tracking devices using a por-
table device in radio range of the one or more location track-
ing devices and causes the portable device to transmit the
silence command.

22. The method of claim 17, wherein the initiating the
transmission of the second silence command occurs before
the specified period of time has elapsed.

23. The method of claim 17, wherein initiating transmis-
sion of the silence command comprises initiating transmis-
sion of the silence command over one of: a cellular commu-
nication network, a satellite communication network, and a
WiFi communication network.

24. A method comprising:

receiving a silence command at a location tracking device,

the silence command instructing the location tracking
device to stop all wireless transmissions;

stopping all wireless transmissions from the location track-

ing device for a specified period of time in response to
the silence command;

before the specified period of time has elapsed, receiving a

second silence command,;

extending the specified period of time in response to the

second silence command,;

determining at the location tracking device that the speci-

fied period of time has elapsed; and

automatically resuming wireless transmissions from the

location tracking device in response to the determination
that the specified period of time has elapsed;

wherein a length of the specified period oftime is identified

by the location tracking device prior to the specified
period of time elapsing.
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